F::RTINET.

FortiOS 4.0 MR3®D Z#24Y

IA—T4 2%V
www.fortinet.co.jp

i i —_—



FortiOS 40N % &

FortioS 4.0 2009%&28YY—Xx FortiOS 4.0 MR2 20104/ ")!)—X
T r—a 1 JO0—AR—XF7UFI4)LR

SSLAV AN 3y IXAMN)—LAVT—HAR—X
T—ARiRE1E MEssTE R ¥ v

WANE &L = GUIDRIF %

v N/

FortiOS 4.0 MR1 2009488 1)1J—X || FortiOS 4.0 MR3 2011&F581)1J—X
IPV6S A 399 )IL—TF 42T HiRk—k J2O0—~R—XT749/00—0Hi5E

IPv6 UTM#RE DAL ABELEREEDEM
IPV6R S ART LU RE—F R BE L EREE DR 1L

DAL ALANTaV FO—SHRE = MESS R EMEEDILE F

2  Fortinet Confidential Real Time Network Protection FE:EFITII'IET,




FortiGate #i& ¥ )T4TIvbT4+—L

e N—FKHOITF7 VIrOIT7. . U —ERXRZETCTEHARFELIEH
« TTSZAT VAN D, BX ) TAEEEERICKDIBGHEAN ER
e A—HEFBSAEUR (FPUoFIAIAR, ToFR/INLGE) CARXMIRE

YFZILAA L )
JaToiay
HEEELUTAL

VAN
SsLas e, B

RycI—o7H/09

384505 ) (&3 EFOS: FortioS

EE?&?"%‘%?#-A) E_ ER70OtyY—:FortiASIC NP/CP/SoC

crer—sa )| [ omcums e

3 Fortinet Confidential Real Time Network Protection FE:EFITInEE




FortiOS 4.0 MR3 /N1 S 1k

—HF—AE—TIARADFEE

o FYRND—=DRT—RR)TIWNEAL/ERR)AIL) DR
Hibm E

s RKIREMODEHLTEHDOREBHFEIL

o LIR—IMSREDHELERI

N—FOTT7HREDR L

e JA—AR—RAUTM#BED [ L
e JAXL ROV O—5—BED Y R—F b

FortiOS 4.0 MR3

X2 ToHERED IR

|

o KYiE7ZERAERSREX it (ZEREBEE &IEEE802.1x)
e SSL-VPN ;R—r 747 —TFT 12T AR YAHR—+ b

4 Fortinet Confidential

Real Time Network Protection E:EFITII'IET,




FITTHRF,

PR DA[RIE

RTELRETLYRFHEIC
YEBEL, FIASNTWNSAT
VIVMDRTEERET HRN—D
AN BFALONMZITHOLERTHE
ME[RE, (A ED)vIT 5
I TcEEMIZFES —K)

& o rFLE | T FFLR/FQDN

0.0,0.0/0.0.0.0 +AT
192.168.1.[70-77] T4T

B & al
|:| b SSLVPMN_TUNMEL_ADDR1

A7 - OHIH

ZFAF 24— FFLZ "al" IROFAF LA THHIh ThLET

F=2JLU 2L
9 LmAFVOrEESLIRESh LWL AT S

TIPAF DA A — (6) E
A — 13" (2) Fa
A= 2t (2) @Fa
AL — 4t (2 Fa

£ ) |

b
IPERE

I IR

<]
2z

RiRHERHI 52—

5 Fortinet Confidential

Real Time Network Protection E:EFITII'IE'E



vy aT—TILDEREHL IR

NATE 1=IP IPv4-1Pv6 EB5M

ER—ES bS04 03 Y R—b

‘P Refresh 7 Filter Settings ) 1Pva (O 1PvE (=) Both
e e o e NATIn [ S RATPort | bt Adaness 1 ot por | oot ey (om) [ parsson (oo D
udp 76.221.203.137 36592 10.85.1.2 56639 61.14.69.98 56639 153 o
2 udp 10.85.88.102 0664 61.14.69.99 S8E04 116.19.120.213 14758 i5 24 156 o
3 udp 10.85.1.2 57151 61.14.60.98 57151 91.00.238.11 41024 22 70 110 o
4 udp 10.1.1.65 54372 58.185.99.220 34018 83.215.165.202 57429 13 63 117
5 udp 10.85.1.2 10093 61.14.69.98 1093 BO.85.60.41 53 22 84 335 i |
6 udp 10.85.1.2 1093 61.14.69.98 1093 B0.85.69.40 53 22 B4 335 i
7 udp 10.85.1.2 1093 61.14.69.98 1093 B0.85.69.38 53 22 B4 335 o
8 udp 10.85.1.2 1003 61.14.69.98 1093 B0.85.60.37 53 22 B4 335
L} udp 10.85.1.2 38207 61.14.69.98 38207 188.124.120.127 19280 22 178 2 o
10 udp 10.85.88.103 29773 115.42.140.114 58425 217.79.201.27 34164 1i6 a9 80 i
11 udp 76.221.203.137 36592 10.85.1.2 57159 61.14.69.98 57159
12 udp 76.221.203.137 36592 10.85.1.2 57155 61.14.69.98 57155
13 udp 76.221.203.137 36592 10.85.1.2 57151 61.14.69.98 57151 &Eéhf‘ “ “/EI/74)L’)"—
14 udp 10.85.1.2 56127 61.14.69.98 56127 142.68.146.71 E0663
15 tep 10.85.88.103 50593 115.42_140.114 33749 £1.59.236.224 6522 16
16 udp 10.85.1.2 40767 61.14.69.98 40767 202.88.81.85 59991 22 17 162
17 udp 10.85.1.2 39231 61.14.69.98 393 Filters:
18 tep 10.85.88.102 54984 61.14.69.99 i |l ¥ Protocol:
19 udp 10.85.1.2 56639 61.14.69.98 s6H Value: @7
20 udp 10.85.88.102 Q664 61.14.69.99 At e
i i e — —— 61.14.569.98 599 & clear all filters
Rty ay - Fftyias [P I
. 61.14.69.98 49471 118.168.96.84 52939 22 28 157
ﬁﬁEfE(Sesswn/Sec) 61.14.69.98 55615 129.64.145.110 65319 22 74 106 o
oo 61.14.69.98 53567 187.158.44.52 10357 22 69 111 o
27 tep 222.253.1. 44108 10.85.1.2 42059 61.14.69.08 42059 12 116 12 o
i o — B - BT — e ———_ o —— .
Total cnnmrrent Sessions: 375; Mew Sessions per Second: 17 4 4 1 /48 » # Total: 2365

6 Fortinet Confidential Real Time Network Protection F:::FITInET,



By ami—RKD 42 Ty BN

e DA TYNBMIZEKY ., RYRNT—I DT NARRAT—RAD)TIL
B4 LTOHRRIE

- B OB Rty as

e XykJ—H7OrIJLERE — -

e RRL—SRF—HR — -

ClysiEa: 176MB (0%)

v tew i q/EEE - (600D v O == 29GE (100%)

3z troioalAEFEE  Sfsec iRtz 3 {EFEE
Internal
v kD070 ILEEREE - (2485HRT) v Sy EE
| 111 A7 —3 wanl
| | | ||| K 1 B’-i(s)
12
05 :21PH 05 :51PM 05 :21PH 05 :51PM 1s00K | ; 5 {\ ||'| @\Iﬁ A ﬁ.\ fl,'
1200K | = 0
o ‘ 21:00 21:15 21:30 2145
E'BJOK | | 1 H({s)
| B
a0k " |i II ; 3
100% CPU{EFESE 100% AT SR | |||\ =
| I| 0:00 B8:00 12:00 18:00
' =t S| 1| 30 H(s)
@ <§’ r.§> 00 cP <§’ @ e P PP PP 1000
........................................................ v 1' & & & 0 o i '\? '\’\ '\? v : 500
........................................................ B Browsing O DS B E-Mal arrr O Barning = i}
........................................................ E{:‘:I;em Me.. g::;g:_-r:g; E;z:\e-icuDP EZ‘:ZT;“.% ;E;Z—ic P 28_May 504 Jun ) 11 Jun 18 Jun
08 121PM 03 :51PM 08 :21PM 08 :51PM ST ke 7ok
. o E i - r 1 13
7  Fortinet Confidential Real Time Network Protection ...FITII'IET



HFHLWOWEZ=ZZ—HTT—

ggij e YRTL VPN

o it DHCPEZ=%— IPSecE=42—

EEJ--L—.F. Admin SSL-VPNE&=4—

[*-{e5] Certificates

EII--{%_} Maintenance -U:

=& Monitor a1—H—

= ) IL—3— e
P R 27T —IA— LTS~
#giba—¥—F=4—
2 — =)L ogo —
P TURRLUbEEaYTy
R)o—E=4— IVFRAVMEZS—
BRI E=42—
wiE I EE=—2—
wifiarka—5—

UTM ISAT7 U NEZR—

Rowios AVE=4— RET7VEARLVEZS—

Firewall |F)S:E:9_

UTM HrJE=4—

e EA—ILE=S— Ay &LiR—k

- 7—h47J &DLPE=4— oy ey

Endpoint Security 77") ’7-_:/3 >:E:9—

S FortiGuard 2#—%

Log&Report

8 Fortinet Confidential Real Time Network Protection E:EHT'“ET,




X2 T7ETA YL ALANY) :L—““/EI.‘/U)TZE'E@E

FortiAP FortiGate

DAL XarvcA—5—

o

EFaF7IL VLA BELMALI-EEER B <FrEh
TOERARAUF FortiGate 77547V R DAY LAY T—H

® O

BREREEDBHFroRILER, BRES

9 Fortinet Confidential Real Time Network Protection FE:EFITInEE




Ij ’f"(’ I/Z ntb\_IEjj_lf

e FortiGate 7 1V I/Z:I‘/FEI—5—75§'U'7|'3 I‘—d—%) nu..\nIEjj_lf

1 w g=2
Captive Portal "®
WebD 5O TCaA—H—ID//I\NAT—KFDER3E, P ———
WPA Personal (PSK) h————— )
PSK(=Pre Shared Key)4*{&->7=-7 14 YVYL X7t X, ® it DU

~ Enter the name of the network.

™~
—~ Enter the name of the network you want to join, and then
enter the password if necessary.

Network Name:

Security: | WPA2 Enterprise %4

WPA-Enterprise (802.1x) new s Name: | )

Passwors d:

BB R 1) TAERIA, T RMIBIESDE, 9

™ Remember this netwark

Show Networks | Cancel _iJc_\En_’

10 Fortinet Confidential Real Time Network Protection :::HTII'IET



Automatic Radio Resource Provisioning

s FOtiAPE B M F Y RILDEIRFTITI=OH . M7 I ERARA D F v
FIVHEFSNEYIZKLKIEYET
» DARRPH#BEIZ KLY . BFortiAPIZ BB AWIfiF ¥R ILEERLET
YFortiGate 7 AL RavhO—5—D A FREEERE
P>FrRILDFERIES 5 T EIZFE
Y>ISATUMEIBEEIZHLWLF Y RILABES

; Wodd20 028w @ msh O/
260 DL 2 b =2 BWSFEREE [
- u S50 A g02.11n -
= Rogue AP 3% a—H—FREE il
o-feh BB A Z:Hil;j Wi 0z Oz 04 Os Be E7 Elg Eo Bino i1
*““iEFurth - __.-..--lllllllllll
e ' [l 100 38
& =4 SsID FEIRET BRI
Q

11 Fortinet Confidential Real Time Network Protection FE:EFITII'IE'E



RETOERARA RN XLAR—T 42T

s FIETVEARAV DA, B - AR EDAF YU TITVE
: ¥§p®77tzﬂ€4>|~a$m77txﬂ-€4>|~l¢éiﬂﬁ@l:#ﬁ%ﬂéﬁn
e NIET7OLEARAVEDBEIFIZIZ. ARV AT AERESNET

Q
L

- b4 NSLEE D UDLwia CIgFaliEssT
A4 DR [SSID| 74 VT 8247 | FeRi | MACFFL 2 | <5168 | 7 FILOHEE BnFE a8
O [ 7] [+ WPA 1 00:13:92:25:0b:8f RuckusWire = OFFICE-AP (1) o
O 2] [+] 2WIRED70 WEP 11 00:24:56:31:55:49 2wire = OFFICE-AP (1) [+
O 2] 1] 2WIRE402 WEP 6 00:1b:5b:31:63:f1 2wire = OFFICE-AP (1) 4]
O & (4] 2WIREG13 WEP 6 00:1f:b3:61:91:f1 2wire = OFFICE-AP (1) (+]
O (2] 1] 3AC WPA Auto 1 00:1d:46:7e:03:00 Cisco = OFFICE-AP (1) L]
O (2] [+] 3AC BB WPAZ 1 00:1d:46:7e:03:02 Cisco = OFFICE-AP (1) [+]
(= @ (+] 3ACGuest OPEN - 00:1d:46:7e:03:01 Cisco = OFFICE-AP (1) o
O (7] (4] aastar WEP 11 00:1B:39:34:34:2e Cisco-Link = OFFICE-AP (1) [+
O [ 2] [+] ACI_1 WPAZ2 1 00:23:69:d5:64:ed Cisca-Link = OFFICE-AP (1) (+]
O 7] < AP1 OPEN 11 00:09:0f:e6:27:29 Fortinet = OFFICE-AP (1) o
= 2] (+] AP1 OPEN 6 00:09:0f:e6:a8:b9 Fortinet = OFFICE-AP (1) 4]
O @ o AP2 WPA Auto 11 02:09:0f:e6:27:29 Fortinet = OFFICE-AP (1) o
i 7] (4] AP2 WPA Auto 6 Da:09:0f:e6:a8:b9 Fortinet = OFFICE-AP (1) o
O L3 L] box WPA 11 00:90:4c:91:00:01 Epigram = OFFICE-AP (1) o
&= (2] 4] chemie WPA 6 00:0b:86:a8:b4:10 ArubaMetwo = OFFICE-AP (1) (4]
O 7] o cyndi WPA 10 00:26:75:03: 84 dc AztechElec = OFFICE-AP (1) (4]
O [ 2] o fisem-sin WEP 6 00:16:b6:c5:4b:87 Cisco-Link = OFFICE-AP (1) [+]
r 110
12 Fortinet Confidential Real Time Network Protection - FITII'IE'E



RETVERARADHIH

o %’(’VI/Z:/FD—7 RIETORRARA M
| Fh:

c RIEETVEARAUMMIH LT YR N yhEE
Y. 9247 MEGEDOIGEIZITOZET,. 2—H% |
AELGARINT—OMLRELET

YOSAT U ARET I EARAUMIEGELEWNGS
DAL R O—5—IE V54T M L TERELEAR
B& (DeAuthentication) Avt— & FEYET

L ]
S l Saf
= ; st NSLEE P UTLyia
AP — - s
S M.ﬂ.c?H..rl 5 AR TS L OF
: O] & L+ demo-guest OPEN 36 00:0b:86:46:63:e9 ArubaNetwo = FWF50C3G090
| demao-
O &2 L+ koroush- OPEN 36 00:0b:86:46:63:eb ArubaNetwo = FWFE0C3G090
aruba
- 7 ) o demo-wpa WPA 36  00:0b:86:46:63:e8 ArubaNetwo = FWFE0C3G030
13 Fortinet Confidential Real Time Network Protection FE:EFITInEt,



DZALINAT—F(OTP) /~ &R GE

e NAT—KIXEFEHFKGZLIMDERINLELY,
DB AV E 2y I 2 -]

® '7/'3"’(.L\/ \le I‘ (OTP) % HD?'%D—H'C J:l') gﬁlﬂfdﬂllb\_IEh\%
IWEND

o Forthate OTP H—/\—IZ. FortiToken. VPNZENDH—E X EDEEN
T

%( o SMS
i3l o8 &2

HE-DH->TLNBED ... HE-DEF-TLBE0 ...

EJ D R LISRT—K
I

= SFAREHEE
= -
o 3

Token/OTP Database

A—Y—FT4LIMN)—H—EX

14 Fortinet Confidential Real Time Network Protection FE:EHTII’IET,




ICAP H7R—k

o 1 —H—[XFortiGatehA 7L A1)
2 & CHI R EZS%ICAP
H—/I\—DA+DIREH ] EE

e HTTP(S)F T4 DA 70O—F

o RO ZFortiGateF B =1t
A1-%tH. FOFEFERAI A EE

e FSURRTLUME—FRZHHR  Fortigate
—k (ICAPOZA4 7V R)

s JOITRAMTAT4— 30 F—
K.LARVARTAI45—3>
E—Fk., EBBEHYHR—k

H—N—

ICAP=Internet Content Adaptation Protocol (RFC3507)
E&IHTTPOILVTUVIZHL T, Ao DNEEESTTOMIIL]

15 Fortinet Confidential Real Time Network Protection E:EFITII'IET,




SSLVPN 77t RE—k

Java77°I/JH"‘EE'Cd) * SSL-VPNYSA17 2 N . Java77°I/JI~"f"EE'Cd)
HAR— HTOYR—F(O547 HHR—
>\I~‘J7I~0)’>"°’7>I:I—I~°
FI)r—ar O HIR RS . FEOQOTFIYHS—3>
BY o YR—FHR L, - DEIEEHTTPSDH—
HTTP/HTTPS, FTp, Wl = 7707~~~ ORIR MBS ICERL, FWEE
&

SMB/CIFS, TELNET, BEESSL-VPNERH
SSH, VNC, RDP,

. e HIIJTFI)H5—3a E
ELeTL R RS TS
F—33> DR

16 Fortinet Confidential Real Time Network Protection FE:EFITInEE
e



TIUr—avarvka—)L

« 91500 LT R F v —ITH i
o IM®D FI) A il {0 —T
* Facebook &7 71— 3>arbo—)L ‘ "/ '
« T r—a2 T4 ILE—EDQoSHIE, S
o T —F-IXIPEDE

o T IB I E A RE (T 1) 2B 0

Bl g —a sk —

fiFgu irm
FPAVTwa - BRLTOEEL -

T

TR F g —amib— B B Rumr

4 high-priarity
hrdu file-transfar i T o
Pz low-priority
R F VT —a Y- Toval - BRLTUIE - o=
hTduy game = =5
FAVT A - R TEE —- - P E=f— OF0v5 OUtok oK O
VI b5 2000 o~ guaran tee-100kbps -
T M EsAmbSy 50 o4 shared-1M-pipe
D Fzd— @707 O Uizwl 7 fzeyisgzs TTL |0
O tzyaw TTL I_I T )54 b0s
L uls | oK I 5 % e PR
0K | etz |
17 Fortinet Confidential Real Time Network Protection FE:EFITInEE



07t ae DLk

D UTlwiva & EOHFSOO-F NTLEEE

_# |THHN [YER [T LT G IRV ID [T I AET 2

& 27480

T 2LoehE X SERIEER v

i B&h7- Log Viewer Filter

! OK [ p B R o < T

13 2011-06-23 15:31:30 =ews=s admin
14  2011-06-23 15:31:26 admin

32002 https(192.168.150.120) login Administrator ac
32003 https(192.168.

150.120) logout .
firmware 'DNS lookupf Nk 1&

admin 32102
= = = XS .
Log Detail Viewer W41 b BEEERARULIDEM
— @ Event Logging
L | ¥ Enable Al

E! System activity event @ IPsec negotiation event

B 2w -06-26 Er 15:26:58 ¥ DHCP service event # L2TP/PPTR/PPPOE service event

Ll infarrnation yIR{F adrnin Al B ety
E! Firewall authentication event @ Pattern update event

1D 32001 extra vwd=root ¥ Configuration change event ™ Explicit web proxy event

1— 4 et A foh h # SSL VPN user authentication event @ SSL VPN administration event

ST AL LA ttps{lgz ™ SSL VPN session event ™ VIP ssl event

?5‘9 CW, |I:II;|iI'I ARF— 'ﬂ:’l SUCCESS ™ VIP server health monitor event ™ WiFi activity event
E! CPU & memory usage (every 5 minutes) @ VoIP event
¥ NAC Quarantine event # DNS lookup event S

18 Fortinet Confidential

Real Time Network Protection E:EFITII'IE'E



LR—r RN & Z 1k

e LIR—FDEARMIL LA T O NEE
DmRENBEHICHFES A, LR—
I‘ «E J'-'jz 75§ ?é_i % F::RTINET.

EERS: i —t—s

FortiGate UTM Weekly Activity Report FLERTIOET

\ WE

SAThH
=5
AT AN

${ay0u_|e} FortiGate UTM \

T 1) :

S s e B e S Weekly Activity Report

F::RTINET.

Mar 27, 2011 00:00:21

FortiGate Host Name:
FortiGate Serial Number: =

Heotf

wangEi{bat pyisia
TFRd vt etallT g
D4¥L2ak0—3

o7 &Y HR—F

IB-‘EI Log & Archive Access
B UR—t7 ot

i ——
Bandwidth and Applicat]

FortiGate UTM. )
eekly Activity Report

%-"--‘Web Usage
é-"'EmaiIs
;---'Threats
fon VPN Usage L !
o[ O BAS R R B E L o S B B e T B B B S e B DR e S B PR AR EniE
R S i :

4] m | [ | T

19 Fortinet Confidential Real Time Network Protection E:EFITII'IE'E



IPv6 H7R—h

« IPvOigEEH  R— D YL R

DHCP SNMP

_DHCP |
-
| AsIC |

ASIC
IPv6 firewall

Auth

Session SSL-VPN

IPv6 Session

|
AP

20 Fortinet Confidential Real Time Network Protection FE:EFITInEt,




F::RTINET.

www.fortinet.co.jp

| I ﬁ



